
Have fun out there!  
And take steps now to keep your electronics safe from cyber crooks.
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Cyber Smart Spring Break

Update software like antivirus on devices 
before you leave. Then leave them be while 
you’re on the road. 

Turn off Bluetooth when you’re not using 
it. You’ll prevent connecting to a rogue 
network you didn’t know was dangerous.

Pay bills before you leave so you don’t 
have to log in to accounts during your trip.

Wi-Fi while traveling is less secure. 

Password-protect all your devices before 
you leave so if one is lost or stolen, thieves 
can’t easily access the information on it.

Back up sensitive data using data 
encryption including photos, contacts, 
email, course material, and finances.

Consider buying and using a prepaid 
“burner” phone. This can add a layer of 
safety while traveling.

Avoid Wi-Fi while traveling. Connect your 
computer to your phone’s network or 
purchase a hotspot device to use the web.

Take along ONLY the devices you need. 
Can you leave that laptop or tablet at 
home? 

Keep your devices physically with you.  
That’s another reason to consider leaving 
your laptop and tablet at home.

Never use the public computer in a hotel 
lobby or Internet Cafe to access websites 
that identify you, such as a bank or airline.

Stick to using ATMs at a bank. Public ATMs 
are more susceptible to skimmers that steal 
card information. 

Beware of your environment — always. 
Crooks peer over shoulders and photograph 
devices that display personal information. 

Use your own phone charger and cables. 
Using a compromised cable can give crooks 
access to all the data on a device.

And avoid using public charging stations. 
Like charging cables, USB plugs can be 
hacked, exposing data on the user’s device.

Set up bank and credit card notifications 
to alert you via text whenever a purchase is 
made using your cards.

And set up on two-factor authentication 
on important apps, which requires you to 
enter a code that’s texted to your phone

Shred airline tickets after landing. Data on 
the tickets can give cyber crooks information 
about your frequent flyer account. 

Bring along your own batteries for 
charging your phone. They’re more 
convenient and safer than outlets.

Never connect your phone to a rental car’s 
computer screen. Information about your 
phone will remain after you turn the car in.

If traveling abroad, know your rights. 
Rights you expect here disappear when you 
cross the border.


