
Your family should use a separate 
computer for streaming and gaming. 
Use a dedicated computer for doing 
work.

62% of employees are now working from home, at least part-time.
Take a few extra steps to protect your home network, the important information on 

your smartphone and laptop, and keep your Wi-Fi running as fast as possible.

Public wi-fi networks are risky and 
vulnerable to being hacked. Use a VPN, 
which is essentially a secure tunnel to the 
internet, even at home.

Turn off wi-fi and Bluetooth when 
you’re not using them. You’ll reduce the 
chances of being hacked and extend 
your battery’s charge.

Connect to the web at home using an 
ethernet cable instead of Wi-Fi. It’s a 
little faster and reduces the chance of 
getting hacked over Wi-Fi.

1/3 of us have lost a smartphone that 
wasn’t password-protected, so all a crook 
has to do to steal valuable information is 
power up the stolen device to access your 
important information. Set your laptop 
and smartphone to require a password 
after a few minutes of inactivity.

Store and access important data on 
the cloud rather than keep it on your 
laptop. Don’t even carry an external 
hard drive or a Flash drive with data 
from work because those devices are 
easy to lose or steal.

If you’re working in a public place, use a 
privacy screen on your laptop so prying 
eyes can’t see what you’re working on. 
These polarized plastic sheets stick to the 
screen and are inexpensive and easy to 
install. 

Sources: Forbes, TechTarget, NewEgg, Imation, 
Malwarebytes, Workflow Max, CNN, BriteLine IT

All other best practices still apply! 
• Use long passwords. 
• Keep the operating system, web 

browser and apps up to date on 
your laptop and smartphone. 

• Stick to using approved apps for 
when you’re working at home. 

Do Your Part.  
#BeCyberSmart


